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ABSTRACT 

A key research area in information systems security (ISec) is explaining or improving users’ IS 
security outcomes via the extended parallel process model (EPPM) lens. While the theoretical 
construct in emotional valence (e.g., fear) and cognitive valence (e.g., perceived efficacy) were 
deemed as mediators in previous EPPM-related ISecstudies, existing research has ignored the 
value of testing and reporting the dominant mediator between the emotional valence and the 
cognitive valence. In this paper, we reintroduce the theoretical origins of the dominant mediator 
assumption in EPPM and highlight its merits using the multiple mediation method. Theoretically, 
we illustrate how testing and reporting the dominant mediator can help identify the dominant 
mechanism triggering specific behavioral outcomes. Further, this paper questions the dominant 
mediating role of fear on the behavioral outcome in ISec context. Methodologically, this study 
proposes to assess the dominant mediator via a multiple mediation model instead of using the 
discriminant value equation introduced by Witte (1995), Witte et al. (1996) and enhanced by 
Chen et al. (2021) when testing the EPPM theory in the ISec context. 
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1. Introduction 

A key research area in information systems security (ISec) is explaining or improving 

users’ IS security outcomes via the extended parallel process model (EPPM) lens. Recently, 

behavioral ISec has started to scrutinize and debate the fundamental assumptions of EPPM (Boss 

et al., 2015; Chen et al., 2021; Lowry et al., 2023; Moody et al., 2018). Dominant mediation, the 

assumption that individuals’ behavior is driven by either danger control or fear control processes, 

is a fundamental theoretical assumption in EPPM (Witte, 1992, 1994). As noted by Witte (1994, 

p. 115), “According to the EPPM, the evaluation of a fear appeal initiates two appraisals of the 

message, which result in the domination of either danger control (i.e., cognitive processes) or 

fear control processes (i.e., emotional processes).” The dominant mediator, which usually 

emerges from the two or several representative variables/ mediators in the parallel process, is the 

determinant factor in the behavioral outcome. Initially, Witte (1995) proposed a formula1 to 

describe the influence of the critical point between danger control logic and fear control logic in 

determining individuals’ responses to threats. Later, Chen et al. (2021) proposed the enhanced 

formula2 and systematically described and explained the relative weight between the danger 

control logic and fear control logic on employees’ responses to ISec policy compliance.  

However, the current discussion of treatment of the discriminant formula (Witte 1995; 

Chen et al., 2021) is problematic. From the standpoint of methodology, prior studies based on the 

EPPM theory (e.g., Witte 1992, Witte 1994, Chen et al., 2021) have assessed behaviors in 

individuals dominated by either fear control or danger control responses, using the discriminant 

value formula. This means classifying the individuals into fear control process groups or danger 

control process groups based on the standardized score of two constructs’ measures (perceived 

threat and perceived efficacy; Witte 1995 and Witte et al. 1996, and perceived efficacy and fear; 



Chen et al., 2021) and testing the behavior of these groups separately. Unfortunately, this method 

raises two concerns. First, we argue, it neglects the impact of other factors (e.g., tenure of use) on 

individuals’ engagement in problem-focused or emotion-focused responses. Second, as argued in 

this paper, it omits assessing the relative influence of mediators (such as fear, perceived threat, 

perceived efficacy) on the behavior of the entire sample. It is important for future research and 

application of the dominant mediator in EPPM to recognize these concerns regarding sample 

categorization based on the discriminant formula proposed by Witte (1995) and enhanced by 

Chen et al. (2021). 

The objective of this paper is to introduce these two concerns and take a first step towards 

addressing them. As for the second concern related to the discriminant formula (Witte 1995; 

Chen et al., 2021), we propose testing of fear-appeal models with a dominant mediator with the 

multiple mediation model testing approach. This approach has three main advantages. First, the 

likelihood of parameter bias, due to omitted variables, is reduced as compared to the discriminant 

value assessment. Namely, while individuals have a dominant behavior, their behavior is still 

influenced by other mediators, and critical point assumption testing enables testing the combined 

effect of the mediators (i.e., the indirect effect of specific mediators conditionally on the presence 

of other mediators) on the whole sample’s behavior. Second, testing the dominant mediator 

enables researchers to test hypotheses concerning the whole sample without creating different 

groups and testing their behaviors separately. 

 

 

* Corresponding author. 
E-mail address: Yitian.Xie@xjtlu.edu.cn (Y. Xie). 
1 Discriminant value = (z score of perceived efficacy – z score of perceived threat) 
2 Discriminant value = (β1 Z score of perceived efficacy – β2 Z score of fear), where β1 and β2 are obtained from 

two simple regression lines: Protection motivation = β1 x perceived efficacy, and Protection motivation = β2 x fear. 
 



Third, it allows researchers to provide empirical evidence related to how the relative 

weight of the mediators would influence coping responses (e.g., message acceptance or 

rejection). 

Furthermore, as for the first concern of omitting the impact of other factors (e.g., tenure 

of use), the relative weight of fear and perceived efficacy in determining whether home users’ 

actively use intention of anti-malware software hasn’t been studied based on experienced users 

with different usage tenures of household anti-malware software. 

To investigate this issue, we conducted an empirical study to test our research question: 

Which factor is dominant in determining experienced users’ intention to actively use anti-

malware software in their household computer(s)? 

The contribution of the study is two-fold. First, this research is the first study to provide 

evidence for the dominant mediating role of perceived efficacy as compared to fear in an ISec 

context using the multiple mediation method. A statistically significant difference between fear 

and perceived efficacy was found in our empirical study of users’ intention to actively use anti-

malware software in their household computer(s). Specifically, perceived efficacy is found to be 

significantly higher than fear, leading to a positive behavioral outcome (i.e., actively using 

household anti-malware software). Second, we highlight the methodological benefits of testing 

the dominant mediator using multiple mediation model testing approach compared to the 

discriminant value equation introduced by Witte (1995), Witte et al. (1996) and enhanced by 

Chen et al. (2021). 

2. Research background 



The theoretical origins and statistical interpretation of dominant mediator assumption will 

be introduced in this section. First, Section 2.1. introduces the theoretical origins of dominant 

mediator assumption and the contrast hypothesis. Then, Section 2.2. explains the statistical 

interpretation of dominant mediator assumption and the contrast hypothesis in multiple 

mediation analysis.  

2.1. The theoretical origins of dominant mediator  

The dominant mediator assumption has a long history and can be initially traced to 

several pioneer fear appeal theories.3 First, in Leventhal’s (1970, 1971) Parallel Response Model 

(PRM), he noted that threat-induced appraisals can induce two parallel responses. One is danger 

control process, which refers to the attempts to solve th  threat-induced problem (Leventhal 

1970, 1971). The other is fear control process, which refers to the efforts put in to deal with one’s 

negative feelings (e.g., fear, anxiety, worrying) regarding specific threats (Leventhal 1970, 1971). 

To give an example in ISec context, individuals may have read a newspaper about a type of 

ransomware that emerged recently that may lock their computers and cause financial loss of their 

credit cards. When they realize there’s an effective and handy anti-malware software to avoid the 

potential damage caused by ransomware, they may consider enhancing their security posture by 

actively using the anti-malware software. For instance, they may scan for suspicious software 

every time before downloading documents from the internet. In this case, they are engaging in a 

cognitive control logic. On the contrary, when they suspect the effectiveness of the anti-malware 

software, and their doubts regarding the effectiveness of the countermeasures may outweigh their 

beliefs regarding the effectiveness of the protection, they may engage in a variety of fear control 

process logic. In this case, an emotion control logic may be dominant, and maladaptive responses 

may occur. They may ignore the security notifications, deny the severity of ransomware, 



downplay the possibility that certain accidents could happen to them, or repress thoughts about 

the threat.  

Later, Rogers (1975) proposed PMT, and in 1983, he further proposed the revised PMT 

(Maddux and Rogers, 1983), both are well-known in ISec (Boss et al., 2015; Siponen et al., 

2023). What is less known in ISec that Rogers (1975), Maddux and Rogers (1983) criticized the 

ambiguous theoretical proposition and testing in PRM (Leventhal 1970, 1971). He highlighted a 

need for a more precise and unequivocal connection between the theoretical background and the 

hypothesis (Rogers 1975), Maddux and Rogers (1983). Specifically, a clarified hypothesis and 

test of the parallel process (e.g., the relative magnitudes of the mediators) may contribute to a 

better theoretical explanation of the behavior outcome. As Rogers (1975) notes:  

A second inadequacy of the [Leventhal’s] parallel response model [PRM] is that the 

logical relationships of the constructs are not sufficiently precise to generate unequivocal 

hypotheses. While an assumption of the independence of the danger and fear control processes 

may predict an independence of verbal, physiological and overt behavioral measures, as 

Leventhal suggests, it is doubtful that many of the ‘predictions’ are derivable from the model (p. 

108).  

Later, Witte (1992) also criticized Leventhal’s (1970, 1971) PRM and made propositions 

of different behavioral outcomes derived from the different relative weights of mediators. As 

Witte (1992) noted, PRM “made general statements about conditions leading to fear or danger 

control process, but [PRM] failed to specify exactly when one process should dominate over 

another or what specific factors elicit the different process” (p. 333). 

3 For detailed information, see Appendix 2. 
 



The above argument stated a need to establish an unequivocal theoretical 

explanation/prediction of how the relative weight of the mediator will influence behavioral 

outcomes. However, the empirical method, called the discriminant value formula, proposed by 

Witte (1995, p. 239), tested in Witte et al. (1996, p. 321), and enhanced by Chen et al., 11) 

predicts behavioral engagement based only on two constructs. Therefore, it contains certain 

shortcomings. For example, the formula neglects the effect of other important factors and tests 

the behavior of persons engaging in fear control and danger control processes separately. 

To this end, we propose to test the dominant mediator assumption in fear appeal studies 

using contrast (i.e. the contrast of the two mediators) to statistically determine the relative weight 

of the mediators in a multiple mediation model instead of using the discriminant value method 

by Witte (1995), Witte et al. (1996), and Chen et al. (2021). 

2.2. The statistical methods for the dominant mediator 

In this subsection, we give a short overview of the multiple mediator models and the test 

of contrast. Multiple mediator models refer to models involving multiple simultaneous mediators 

(Preacher and Hayes, 2008). As an illustrative example, Fig. 1 depicts a multiple mediator model 

with n mediators. Multiple mediator models enable testing the indirect effect of specific 

mediators conditionally on the presence of other mediators in the model. This is important in 

fear-appeal models when multiple mediators (both the emotional valence factors, like fear, and 

the cognitive valence factors, such as perceived efficacy) simultaneously affect behavioral 

outcome. Next, we introduce the concept of Contrast (Preacher and Hayes, 2008) as a measure to 

examine the statistical differences between the two specific indirect effects.  



Comparing the relative weight of the core mediators in the EPPM by quantifying the 

contrast between two indirect effects has several advantages. First, by calculating and reporting 

the contrast4 metric, the theoretical propositions of the relative weight of the IVs-MEs-DVs 

relationship can be elucidated (Preacher and Hayes, 2008).  

 

 

 

 

 

 

 

Furthermore, researchers can reveal if there is a statistically significant difference between the 

two mediators (Preacher and Hayes, 2008). Moreover, researchers could recognize when one 

process dominates over another or different combinations of mediators with different weights 

may elicit certain behavioral processes. In another word, researchers can identify the “when” 

condition(s) which leads to certain coping responses (or the boundary condition of the theory 

model) (Busse et al., 2017; Davison and Martinsons, 2016; Hong et al., 2014). Specifically, for 

empirical studies based on EPPM, dominant mediator assumption can help to determine the  

 

4 To address the importance of the relative weight of the mediators (e.g., contrast perceived efficacy with fear), in this paper, 

we use the product-of coefficients and bootstrapping methods to test hypotheses about contrasts (Preacher and Hayes, 2008). 



 

behavioral outcome (either as danger control process or emotion-focused coping) by measuring 

the relative weight of the danger control process and the fear control process. With dominant 

mediator assumption, researchers can determine, for example, that the response efficacy 

appraisal should be significantly higher than the response cost appraisal and, thus, lead to danger 

control process. Otherwise, it may lead to emotion-based copings (see Appendix 3.2). 

3. Conceptual background and hypotheses development 

This section draws the key constructs and propositions in the extended parallel process model 

(EPPM) (Witte, 1992, 1994; 1996) as a theoretical foundation for our empirical study. We 

modified and contextualized the EPPM to harmonize it with our research context (i.e., 

experienced users intend to use anti-malware software on their home computers actively) and 

proposed our research hypotheses based on the adjusted model. Moreover, we elucidated the 

conceptual definition of the dominant mediation. 

3.1. Conceptual background 

According to Witte (1996, p. 428), “[t]he EPPM integrates and expands on previous perspectives 

to explain when and why fear appeals work and when and why they fail”. Fig. 2 shows an 

adjusted EPPM model in the context of household anti-malware software usage among 

experienced users. The adjusted EPPM was established based on several key theoretical 

constructs and propositions in EPPM (Witte 1992, 1994), with an overview of the hypotheses 

delineated in 3.2. 

Threat 



The first key construct in EPPM (Witte 1992, 1994; 1996) is threat. And there’s a difference in 

the definition between threat and perceived threat. According to Witte et al. (1996 p.320), “[a] 

threat is a danger or harm in the environment whether we know it or not,” while “[p]erceived 

threat is cognitions or thoughts about that danger or harm.” To illustrate it with an example, a 

keylogger is a threat because it can collect user keystrokes without their awareness. The 

perceived threat of a keylogger is the cognitions or thoughts about potential damages, such as a 

data breach, caused by monitoring keystrokes. 

Efficacy 

The second essential construct in EPPM (Witte 1992, 1994; 1996) is efficacy. Witte (1996, p. 

429) states, “[e]fficacy pertains to the effectiveness, feasibility, and ease with which a 

recommended response impedes or averts a threat”, while “[p]erceived efficacy is thoughts or 

cognitions about the effectiveness of the recommended response in deterring the threat” (Witte et 

al., 1996, p.320). For example, users perceived the functionality of the installed anti-malware 

software could detect and delete a keylogger. 

Fear 

The third important factor proposed in EPPM (Witte 1992, 1994; 1996) is fear. Witte (1996, p. 

429) states, “[f]ear is an internal emotional reaction composed of psychological and 

physiological dimensions that may be aroused when serious and personally relevant threat is 

perceived.” Fear of malware threats warning, different from fear of health threats (e.g., warnings 

of the coronavirus) or natural hazards (e. g., warnings of a nearby earthquake), can only be 

generated when individuals perceive a malware threat could cause severe and personal-relevant 

consequences. To exemplify it, fear may be raised when notifying the potential password leaking 



of a sensitive and important website (e.g., a bank account). Instead, possible password leaking on 

a marketing-purposes-only website may not raise much concern. 

Continued Use Intention 

Continued use intention is seen as an intention resulting from a rational decision to continue 

using the technology based on beliefs about, expectations of, or experience with that technology 

(Ortiz de Guina and Markus 2009; Bhattacherjee and Lin 2015). Continued use intention is 

positively associated with the continued planned behaviors or the intended actions (Warkentin et 

al., 2016a). Unlike continuance behavior, continued use intention is based on conscious choice 

that is less influenced by extraneous circumstances (Warkentin et al., 2016a). Users may have 

their evaluation of specific IT in the post-adaptive stage (Bhattacherjee and Lin 2015). For 

example, after the users have gained experience with the security technology, they may form a 

belief about the efficacy of the product, and they may rely heavily on their own assessments 

regarding the decision to continue or cease to use it (Warkentin et al., 2016a; Vedadi and 

Warkentin, 2018, 2020). 

 

Dominant Mediator 



Dominant mediation depicts the relative magnitude of specific indirect effects in a multiple 

mediation model. If one specific indirect effect is significantly higher than the others, it becomes 

the dominant mediator among all the mediators. The dominant mediator can facilitate the 

elaboration of the theoretical explanations of dominant coping logic in EPPM. In addition, the 

dominant mediator can be hypothesized as a contrast between two indirect effects and tested by a 

multiple mediation model (Preacher and Hayes, 2008). Witte (1995) and Witte et al. (1996) 

proposed and tested the dominant mediator as a key proposition in EPPM, and it was further 

developed and tested by Chen et al. (2021). Witte et al. (1996, p. 321) state, “[t]he critical point 

occurs when perceptions of threat begin to outweigh perceptions of efficacy, causing people to 

shift from danger control to fear control processes”. Similarly, Chen et al. (2021) proposed that a 

danger control process (e.g., security message acceptance) may occur when perceived efficacy 

outweighs fear. Instead, when fear dominates, a fear control process (e.g., security message 

rejection or no response) will occur. 

3.2. Conceptual model and hypothesis development 

In this section, we propose a conceptual model based on key elements and propositions in 

EPPM and contextualize it among experienced anti-malware software users. Furthermore, we 

develop the hypothesis of the dominant mediator (i.e., the contrast hypothesis) in our study 

context.  

We proposed perceived threat as the independent variable (IV), continued use of anti-

malware software as the dependent variable (DV), and fear and perceived efficacy as two 

mediators (Me). Since regard the perceived threat as IV and the fear as a mediator are consistent 

with both the theoretical propositions in EPPM (Witte 1992, 1994) and seminal empirical studies 

related to EPPM in the ISec field (Boss et al., 2015; Lowry et al., 2023; Moody et al., 2018), we 



devote most of our effort into explaining the reason why we chose perceived efficacy as a 

mediator.  

We need to develop our mediation model based on the theoretical foundation and the 

contextualized reasoning of the temporal presence of the variables (Pirlott and MacKinnon, 

2016). Our proposed model is based on the temporal precedence of perceived threat over 

perceived efficacy (and fear). Specifically, we proposed perceived efficacy as a mediator for two 

reasons. It is based on 1) a consideration of the theoretical basis, and 2) a methodological 

consideration of the mediation model development.  

First, in EPPM (and most other fear appeal studies), an assessment of perceived efficacy 

(as second appraisal) is often followed by exposure to and perceived a threat (as the first 

appraisal) (Witte 1992, 1994). Following this idea, perceived threat occupied a precedence 

position over perceived efficacy, which is theoretically justifiable per Witte (1994). 

Second, perceived threat occupied a precedence position over perceived efficacy in the 

context of continued use of anti-malware among experienced users. Perceived efficacy reflects 

how much control users believe over the threat by using a safeguard. Therefore, awareness and 

admitting a severe and personally relevant malware threat (i.e., perceived threat) is usually a 

premise. Thus, the temporal precedence of perceived threat gets legitimacy support for the 

proposed model (Pirlott and MacKinnon, 2016).  

Perception of a malware threat is the premise of the perception of the efficacy of an anti-

malware software (Warkentin et al., 2016a Xie et al., 2022). Users may raise a positive feeling 

toward the installed security protection since it helped them successfully avoid malware threats 

(Safa et al., 2015). One example is that anti-malware software users learn that their neighbor 



encountered a privacy intrusion because of keyloggers. It was stealthily installed in victims’ 

household computers, and sensitive information was stolen for financial purposes. In this case, 

once users perceive the threat (i.e., keyloggers) as severe and also relevant to themselves, they 

may recognize the value of anti-malware software, realizing that similar threats could attack 

them if they do not have effective protection. Therefore, we hypothesis: 

Hypothesis 1: Perceived threat positively associated with perceived efficacy. 

Fear may be aroused when individuals perceive a severe and personally relevant threat 

(Witte 1992, 1994; 1996). In anti-malware software use, fear could be aroused by an awareness 

of potential financial loss, sensitive information breaches, and privacy hazards caused by 

malware (Boss et al., 2015; Liang et al., 2019). Experienced anti-malware software users, aware 

of the severe consequences of various potential malware threats (such as new types of malware, 

botnets, and zero-day attacks), may increasingly experience adverse emotional reactions, 

including worries or concerns about potential losses due to these hazards (Boss et al., 2015; 

Liang et al., 2019). Therefore, we hypothesize: 

Hypothesis 2: Perceived threat positively associated with fear. 

Fear is an adverse emotional arousal toward a threat’s potential damage and manifests as 

anxiety and worry over the possible loss (Aurigemma and Mattson, 2018; Moody et al., 2018). 

For example, users learned that malware could cause the malfunctioning of someone’s personal 

computer; spyware can lead to data breaches and compromise users’ privacy and cybersecurity; 

ransomware may lock users’ important files, leading to financial loss. These consequences may 

impair their work performance and even lead he/her lose their jobs. The fear or concern towards 

malware threats drives users to pursue ways to avoid malware threats. Therefore, we 



hypothesize: Fear is an adverse emotional arousal toward a threat’s potential damage and 

manifests as anxiety and worry over the possible loss (Aurigemma and Mattson, 2018; Moody et 

al., 2018). For example, users learned that malware could cause the malfunctioning of someone’s 

personal computer; spyware can lead to data breaches and compromise users’ privacy and 

cybersecurity; ransomware may lock users’ important files, leading to financial loss. These 

consequences may impair their work performance and even lead he/her lose their jobs. The fear 

or concern towards malware threats drives users to pursue ways to avoid malware threats. 

Therefore, we hypothesize: 

Hypothesis 3: Fear positively associated with continued use intention to actively use household 
anti-malware software. 

Users’ beliefs in the effectiveness of their responses will shape how they react to the threat. 

Response efficacy is linked with positive attitudes towards mitigating the threat, influencing how 

they implement the recommended responses. Users are inclined to develop a disposition 

regarding their future behavior, either ceasing to use or actively employing anti-malware 

software, based on their evaluation and confirmation of the software’s protective capabilities 

(Martens et al., 2019; Safa et al., 2015;Warkentin et al., 2016a ; Xie et al., 2022). Users are more 

likely to actively use anti-malware software when they recognize its functionality and 

effectiveness. For instance, if users believe that worms can be identified and isolated promptly 

by keeping their anti-malware software open and updating it with the latest patches, they are 

more likely to regularly use and update their software. Therefore, we hypothesize that: 

Hypothesis 4: Perceived efficacy positively associated with continued use intention to actively 

use household anti-malware software.  



The perceived existence of malware threats is necessary to continue using anti-malware 

software (Warkentin et al., 2016a; Xie et al., 2022). As the perception of threats intensifies, 

individuals become more motivated to continue actively using anti-malware software on their 

household computers to avoid potential damage from malware. Research has shown that 

perceived threats correlate positively with the continued use of anti-malware software, 

particularly when the threats pose severe and personally relevant damage (Warkentin et al., 

2016a; Xie et al., 2022). In contrast, perceiving a threat as insignificant may lead to the cessation 

or reduced use of anti-malware software protection. For example, ransomware attacks involve 

encrypting a device’s data and holding it for ransom, with the threat actor threatening to delete or 

release valuable data if the ransom isn’t paid by a specific deadline. When users are aware of the 

severe potential losses caused by ransomware, they are more likely to actively use their 

household anti-malware software to prevent such attacks. Therefore, we hypothesize: 

Hypothesis 5: Perceived threat positively associated with continued use intention to actively use 

household anti-malware software. 

When users are aware of severe and personally relevant threats, they may become worried or 

anxious about the potential losses these threats can cause. This intense negative emotion 

motivates them to take action, such as scanning documents before downloading to avoid virus 

infection. For instance, awareness that spyware can lead to the theft of sensitive credentials, 

potentially resulting in privacy breaches and financial losses, may heighten users’ anxiety when 

downloading suspicious files. This worry or anxiety then prompts them to actively use their 

household anti-malware software as a precaution against potential spyware induced 

losses. In this context, fear acts as a catalyst, motivating users to consistently and actively engage 

with their anti-malware software. Therefore, we hypothesize that: 



Hypothesis 6a: Fear mediates the relationship between perceived threat and continued intention 

to actively use household anti-malware software. 

The appraisal of response efficacy is a cognitive process where individuals assess the 

effectiveness of a recommended response in averting a threat, as outlined by Rogers (1975), 

Maddux and Rogers (1983) and Witte (1992, 1994). When users recognize a threat as both severe 

and personally relevant, they initiate a cognitive evaluation of how effective the recommended 

responses might be. The stronger their belief in the efficacy of these responses, the more 

motivated they become to implement them. For instance, consider a user who becomes aware 

that malware can corrupt or delete crucial computer data and files. Upon learning that regular, 

comprehensive scans and timely updates of antivirus definitions can effectively prevent the 

damaging consequences of malware infections, they may begin to use features of their anti-

malware software more actively, such as keeping it running and updating it with new patches 

promptly. Therefore, we hypothesize: 

Hypothesis 6b: Perceived efficacy mediates the relationship between perceived threat and 

continued intention to actively use household antimalware software. 

While anti-malware software is a handy and effective tool to identify and avoid most 

malware, it does not guarantee perfect protection against all malware threats.5  

5 Most modern anti-malware programs are based on a database of virus signatures composed of previously 

identified malware while limited in other protection functions. When new malware is discovered, it is sent to the antimalware 

company, and the malware’s digital signature or hash is created and added to the database. This means that there is a 

vulnerable time frame between the creation of new malware and the updating of antivirus program databases. During this 

period, malware can (and has) caused significant havoc. 



This implies that some users may doubt that an anti-malware product can be the best way 

to mitigate threats and be worrying about it, although they are aware that anti-malware software 

provides certain functionalities to protect their home computers. In this case, fear and perceived 

efficacy are essential factors in the parallel emotional and cognitive appraisal process model. 

More importantly, the relative weight between fear and perceived efficacy6 may induce different 

coping responses in users. Unlike some scenarios in the health context, it is rare for experienced 

users to reach a high level of fear when using anti-malware software in daily scenarios. Instead, 

users may experience only moderate to low levels of worry about potential malware threats 

(Siponen et al., 2023). This negative emotion usually facilitates users to focus on problem-focus 

logic, as several previous studies report (e.g., Boss et al., 2015; Chen et al., 2021; Liang et al., 

2019; Posey et al., 2011). Therefore, we hypothesize: 

Hypothesis 6c: There is a significant difference between the two mediators (i.e., perceived 

efficacy and fear) in contribution to the IV-DV relationship (i.e., perceived threat->continued use 

intention), while one mediator (i.e., perceived efficacy) outweighs the other (i.e., fear). 

 

 

 

 

6 An alternative situation could be that the users’ belief in the effectiveness of anti-malware software to avoid malware threats 

is low. As a result, the users may stop using anti-malware software. Instead of relying on signature detection- based anti-

malware software, they may use manual ways to detect malware threats (e.g., have a whitelisted database of suitable processes 

and monitor changes on the HDD/SSD). Or even worse, they use emotion-focused coping responses to improve their anxiety 

towards malware threats. 



4. Research method 

A cross-sectional designed study is applied to test the research model. In the following section, 

we discuss the survey instrument and the data collection process. 

4.1. Data collection 

The data were collected from a Qualtrics, LLC panel of 502 adult from the United States. 

We recruited full-time workers who had antimalware use experience of more than one year on 

their home computers). Participants took an online survey (www. Qualtrics.com) that was used to 

investigate individuals’ perceptions of home information security and continued use intention in 

regard to the anti-malwar application(s) on their home computer(s). 

To test the hypothesized relationships, measures were adopted from the literature and 

modified to assess the constructs described in the research model. Appendix 1 shows the 

measurement items, the source of the items, and the demographic questions. To counteract the 

possibility of careless responses, three statements were provided, including the following: “For 

this question, only answer 3, somewhat disagree; do not give any other answer.” The responses 

that did not correctly answer these scrutiny questions were screened out as careless responses. 

All 502 responses we received from Qualtrics passed this criterion screening check. 

4.2. Sampling strategy and sample characteristics 

Firstly, a purposeful sampling strategy (Kelly, 2010; Robinson, 2014) was applied in the 

data collection process. The inclusion and exclusion criteria are listed below. The inclusion 

criteria for this study required participants to be household anti-malware software users in the US 

with over one year of experience. This ensured that the opinions gathered came from experienced 

users familiar with a variety of situations and scenarios in the household context. The study 



excluded individuals who either did not install anti-malware software on their household 

computer( s) or had less than one year of usage experience. Having defined these key 

characteristics, we obtained a refined sample pool of long-term household anti-malware users 

(more than one year). We then conducted the data collection process using random sampling 

within this refined pool.  

The details of the demographic information of the respondents are shown in Table 1. The 

sample size (n = 502) is sufficient for testing the covariance-based structural equation model 

with the maximum likelihood (ML) algorithm (Jackson, 2003) to detect the mediation effect 

(Fritz and MacKinnon 2007) and the decomposition effect of the mediation analysis (Fairchild et 

al., 2009). After the final model runs, we applied a few control variables ex post facto to check 

the completeness of our model for model fit. 

4.3. Common method bias 

We conducted both procedural control and statistical remedies for potential common-method bias 

(CMB) (Podsakoff et al., 2012). For procedural control, we took the following proactive steps. 

First, we used anonymous statements in the survey instrument to reduce social desirability bias. 

Second, we counterbalanced the order of all the questions. Third, we used the attention checks 

techniques to make sure that the participants paid careful attention to their responses, such as 

“For this question only answer 5, somewhat disagree; do not give any other answer.” We also 

employed a marker variable technique (Williams et al., 2010) to assess common method bias 

(CMB). Individual-collectivism was considered as the marker variable. We compared the 

structural model with and without this marker variable. Our analysis revealed no statistically 

significant correlation between the marker variable and the principal constructs of the model. 



Additionally, the path coefficients remained unchanged with the inclusion of the marker variable. 

Therefore, we concluded that CMB was not a significant concern in our study. 

 

 

 

 

 

 

 

5. Data analysis and model estimation results 

5.1. Measurement model analysis 

The data were calculated with SPSS 24.0 and Amos 24.0.7 The report of scale reliability 

and validity followed Gefen et al. (2011). The means, standard deviations, factor loadings, and 

squared multiple correlations (SMC) are reported in Table 2. Survey questions are in Appendix. 

The results showed that the scale achieved good reliability and validity.  

Furthermore, we used the square root of the AVE values and latent variable correlations 

to evaluate discriminant validity. Good discriminant validity requires the AVE value’s square root 

for each variable to be higher than the correlations between that and all other variables.  

7 The decomposition effect of mediation analysis is estimated by user-defined syntax (Arbuckle 2013). 



Table 3 shows that our dataset has adequate discriminant validity. We further conducted a 

discriminant validity test using the heterotraitmonotrait (HTMT) ratio of correlations criteria 

(Henseler et al., 2015). The HTMT ratios presented in Table 4 are all below the threshold value 

of 0.85, indicating that our dataset did not have discriminant validity problems. 

5.2. Structural model analysis 

The covariance-based structural equation modeling followed the procedure suggested by 

Kline (2023). We performed a chi-square test on the measurement model and the structural 

model and heuristically used the goodness-of-fit index to evaluate the quality of the proposed 

model. The results of the goodness-of-fit index check show that all the indicators achieved good 

model fit (see Table 5). All path coefficients achieved statistical significance in our model (see 

Table 7). Hence, the results showed strong support for H1-H5.  

(GFI: goodness-of-fit indices; CFI: comparative fit index; NFI: normed fit index; SRMR: 

standardized root mean square residual; and RMSEA: root-mean-squared error of 

approximation.) 

5.3. Mediation analysis 

Next, we performed a percentile-based bootstrap confidence interval (CI) and a bias-

corrected (BC) bootstrapping CI with 5000 iterations to examine the specific indirect effect of 

the mediators and the relative weight of them. (Hayes, 2009; Preacher and Hayes, 2008; Zhao et 

al., 2010). The results (Table 6) confirmed the existence of partial mediation effect for perceived 

threat in fear (mediation effect = 0.038) and perceived efficacy (mediation effect = 0.172). The 

standard error (SE), critical ratios, and percentile-based bootstrap CI for these effects are 

reported in Table 6. These results support the mediation assumption (indirect effect) in H6a and 



H6b. Furthermore, as shown in Table 6, the difference in specific indirect effects showed that the 

mediation effect size of perceived efficacy outweighs fear and the difference is statistically 

significant (0.133, p = 0.004). Therefore, the H6c is also supported.  

The results show that the mediators fear and perceived efficacy partially mediate the 

continued use of anti-malware software. Perceived threat induces both fear and perceived 

efficacy; however, the impact of perceived threat on fear is greater than its impact on perceived 

efficacy. However, fear does not affect the intention to continue using antimalware software as 

much as the perceived efficacy. Furthermore, the direct effect of perceived threat on the 

continued use of antimalware software is more dominant than the specific indirect effects, and 

the total indirect effect of the mediators. 

5.4. Control variables 

We consider several control variables to reduce the potential of omitted variable bias (Angrist 

and Pischke, 2009). Prior work suggest that various characteristics of a person affect how (s)he 

perceives threat fear, and efficacy, and also affect their continued use intention to us household 

anti-malware software actively. These characteristics are the following: age (Boss et al., 2015; 

Johnston and Warkentin, 2010), gender (Boss et al., 2015; Johnston and Warkentin, 2010), 

education (Boss et al., 2015; Johnston et al., 2015), work experience (Boss et al., 2015; Johnston 

and Warkentin, 2010), work type (i.e., work at IT-related position or not), computer use 

experience (Boss et al., 2015). Based on the suggestions of previous studies, we controlled for 

these variables in our study. 



 

 

 



 

 

6. Discussion 



In this section, we discuss 1) the main findings of this study compared with the previous studies, 

2) the theoretical and methodological contribution of testing the dominant mediation assumption, 

and 3) the practical suggestions for message design for security notifications. 

6.1. Findings 

In this study, we examined the direct effect of perceived threat o cognitive appraisal, 

emotional appraisals, and continuous behavioral intention; the indirect effect of fear and 

perceived efficacy between perceived threat and continued use intention; and the contrasting 

effect between fear and perceived efficacy. We contribute to existing knowledge in the following 

ways.  

First, we found support for the influence of perceived threat on perceived efficacy (H1). 

This finding supports the classic view of EPPM (Witte, 1992; Chen et al., 2021) in the context of 

the post-adaptive intention of household anti-malware software. That is, the perceived threat 

occupies a precedence position over perceived efficacy in message processing. Specifically, we 

discovered that perceived threat (as a key construct of the first appraisal) significantly influences 

the perceived efficacy (as a key construct of the second appraisal) when processing security 

messages in the post-adaptive stage of anti-malware software. 

Second, while previous studies show inconsistent results regarding the influence of 

perceived efficacy on fear, our study supports a positive impact of perceived threat on fear (H2). 

Some studies provide support for the influence of perceived efficacy on fear (e.g., Boss et al., 

2015; Chen et al., 2021; Moody et al., 2018), while others indicate that perceived threat does not 

play a significant role in fear (e.g., Posey et al., 2011). In this study, we provide empirical 



evidence that perceived malware threats could lead to a feeling of fear among experienced users 

in the post-adaptive use of anti-malware software. 

Third, while previous studies show inconsistent results regarding the influence of fear on 

protection motivation behavior, our results support the hypothesis of FEAR-CONT (H3). Some 

studies provide support for the significant impact of fear on protection motivation behavior (e.g., 

Moody et al., 2018; Lowry et al., 2023), while others show that fear does not play a significant 

role in motivating individuals to engage in protection motivation behaviors (e.g., Boss et al., 

2015; Chen et al., 2021; Posey et al., 2011). In this study, we provide empirical evidence that fear 

of malware threats could motivate users to continue using intention of anti-malware software. 

Fourth, we found support for the PE-CONT (H4) and PT-CONT (H5) hypothesis. These 

results are consistent with previous empirical studies based on the EPPM (e.g., Boss et al., 2015; 

Warkentin et al., 2016a). 

Fifth, our mediation results support hypotheses 6a (H6a) and hypotheses 6b (H6b), which 

indicate that both the negative emotional valence (fear) and the positive cognitive valence 

(perceived efficacy) can mediate the relationship between perceived malware threat and 

continued use intention of household anti-malware software. These results offer empirical 

evidence regarding the mediation role of FEAR and PT between PE and CONT among 

experienced home users. 

Sixth, we found support for the contrasting effect of the two mediators supports 

hypothesis 6c (H6c), which explains that perceived efficacy is a more dominant factor triggering 

a danger control process mechanism than fear. In other words, once users are aware of the 

severity and personal-relevant malware threat, when perceived efficacy outweighs the fear, they 



continue to actively use anti-malware software on their household computers. This is the first 

study that empirically confirms the contrasting relationship between fear and perceived efficacy 

in a multiple mediation model approach. We extend existing findings by confirming the 

theoretical proposition of “contrast” in EPPM (Witte 1992, 1994), which assumes that the 

relative magnitude difference between fear and perceived efficacy statistically significantly 

influences the continuance of protection motivation behavior. 

6.2. Research implications 

Our paper makes two major contributions. First, we draw the ISec community’s attention 

to the potential merits of testing the dominant mediator assumption in fear-appeal studies through 

multi-mediation testing, as opposed to using the discriminant formula introduced by Witte (1995, 

p. 239), and enhanced by Chen et al., p.11). Testing the dominant mediator assumption with 

multiple mediation testing allows to contrast mediators (e.g., fear and perceived efficacy) and 

compare their indirect effects on the behavioral outcome to not only identify which mediator is 

active but also determine which process or mechanism is stronger or more dominant. Fear appeal 

scholars have argued that the failure to specify under which circumstances danger control 

process or fear control process is dominant is an important limitation of the theoretical 

implication of the fear appeal model (Rogers 1975; Witte, 1992, 1994). This research is the first 

study to provide evidence for the dominant mediating role of perceived efficacy as compared to 

fear in an ISec context using multiple mediation method. Specifically, our study is the first study 

to demonstrate that as experienced home users are notified of a highly damaging and personal 

relevant threat to their home computer(s), they will intend to continue to actively use anti 

malware software as long as their confidence in the utility of the technology in protecting their 

information assets or system stability outweighs the fear of the threats. 



Further, our study sheds new light on the validity of the enhanced discrimination value 

introduced by Witte (1995) and enhanced by Chen et al. (2021). They argue to discriminate 

individuals’ behavior based on perceived efficacy and perceived threat (Witte, 1992, 1994 and 

1996), and based on perceived efficacy and fear (Chen et al., 2021). In this paper, we argue 

against assessing an individual’s engagement in emotion-focused logic or problem-focused logic 

based on the standardized score of only two constructs’ measures (i.e., the constructs perceived 

efficacy and perceived threat in studies by Witte, 1992, 1994 and 1996; and the constructs 

perceived efficacy and fear in Chen et al., 2021) using two arguments. First, our results suggest 

that due to the significance of the direct and both indirect effects, individuals’ behavior is 

affected by all three constructs (perceived threat, perceived efficacy, and fear). Second, our 

findings related to the dominant mediating role of perceived efficacy over fear emphasize the 

importance of perceived efficacy in determining behavioral outcome in ISec context, as opposed 

to perceived threat and fear as the enhanced formula introduced by Chen et al. (2021) suggests. 

Third, several other factors (e.g., age, gender, education, work experience) affect individual’s 

behavior whose effects are neglected from the discriminant value equation, and they might cause 

omitted variables bias. We illustrate this with an example: Consider a person who scores the 

same on measures of perceived threat (i.e., fear of potential identity theft) and perceived efficacy 

(i.e., ability to prevent it by using strong passwords), regardless of whether the measurement is 

taken in the morning or evening. However, her actual behavior (i.e., the behavioral outcome) 

might differ based on her energy levels. She might opt for weak passwords in the evening due to 

fatigue, while preferring strong passwords in the morning when she is more energetic. Therefore, 

classifying her into emotion-focused or problem-focused groups based solely on her perceived 

threat and efficacy values, and hypothesizing and testing her danger control process or emotion-



focused coping (i.e., whether she uses strong or weak passwords) based on this classification, 

could lead to biased results. 

Second, our study questions the central role of fear in the EPPM theory (Witte, 1992)8 in 

ISec context. While in EPPM fear is presented as a crucial factor, and EPPM clearly 

distinguishes between the danger-control and fear-control processes, in the empirical assessment 

of the theory Witte (1994) and Witte (1996) fear was not measured, and its effect was not tested. 

Instead, individuals were classified into danger-control and fear-control groups based on the 

standardized scores of perceived threat and perceived efficacy, and tested whether these groups 

respond differently (i.e., the danger-control group in adaptive, and the fear control group in a 

maladaptive manner). Thus, the assessment of EPPM theory presented in Witte (1994) and Witte 

(1996) does not provide evidence on the crucial role of fear on behavioral outcome. This aspect 

is not mentioned in the extant criticism in the fear debate in ISec (Chen et al., 2021; Siponen et 

al., 2023; Warkentin et al., 2016b). Based on the results of our study, and considering our 

concerns regarding the discriminant value formula mentioned above, we recommend that future 

ISec research reevaluates the strong distinction between fear control and danger control 

behaviors as suggested by the EPPM theory. 

6.3. Practical implications 

We provided practical instruction by testing and reporting the relative magnitudes of the 

specific indirect effects and the contrast between two indirect effects.  

 

8 As noted by the title of Witte (1992), “Fear as Motivator, Fear as Inhibitor: Using the Extended Parallel Process Model to 

Explain Fear Appeal Successes and Failures”, fear has long played an essential role in determining the behavioral outcome in 

the EPPM. 



Our findings indicate that security practitioners should base the design of security 

notifications on theory to motivate active use of household anti-malware software. Specifically, 

antimalware security notification designers should first make home users aware of threats they 

were unaware of before. The notifications can detail the severity and relevance of these threats. 

Then, more emphasis should be given to increasing the perception of coping efficacy to deal with 

the threat. Practical instruction and hands-on experience on how to deal with specific malware 

threats could be provided in security notifications. Most importantly, designers of anti-malware 

security notifications should aim to communicate in a manner that enhances users’ perception of 

the efficacy of anti-malware protection and their own self efficacy, thereby surpassing any fears 

or concerns they may have about potential malware threats. 

Second, we shed light on the role of fear in the decision-making process among 

experienced household users. In the context of health research, the consequences of health-

related threats can be lethal (Witte, 1992). As a result, affected individuals may experience high 

levels of fear and engage in maladaptive behaviors, such as denial, intentional ignorance, or 

downplaying the information. However, unlike in the health context, the fear of potential 

malware threats among experienced household anti-malware software users is more likely to 

manifest as a medium or low level of worry about possible loss. Fear, in the malware case, is 

more likely to act as a facilitator than a suppressor. In other words, experienced household users 

are more motivated by this medium or low level of worry and tend to adhere to the established 

security solutions to protect their information assets and household computer(s). 

6.4. Limitations and future research directions 

We report three limitations. First, the causality of the study can be limited because of the cross-

sectional survey design (Bullock et al. 2010). Future studies with stronger causal settings are 



needed (Ima et al., 2011; Pirlott and MacKinnon, 2016; Shrout and Bolger, 2002) Second, the 

generalizability of the study can be limited because of the sample characteristics (Chen and 

Zahedi, 2016). Because this study is empirically tested based on experienced users in the US, the 

explanatory power could be limited when generalizing the study results to other populations with 

different user experiences and cultural backgrounds. Third, the contrast of cognitive and 

emotional mediators could lead to non-secure behavior in case emotion-focused logic dominates 

the appraisal process, according to EPPM. By theorizing the contrast between two indirect 

effects, researchers can make specific theoretical propositions, explanations, and even 

predictions about what behavioral outcomes can induce (e.g., dominated either by the fear 

control logic or the danger control logic) and further validate this issue based on different ISec 

contexts. 

7. Conclusions 

An important research domain in behavioral information security (ISec) is explaining or 

improving users’ IS security behavior (intentions). For this purpose, many ISec scholars 

examining users’ behavior (intention) have often applied health psychology theories, such as the 

extended parallel process model (EPPM). A fundamental theoretical assumption in EPPM (Witte, 

1992, 1994; 1996) is dominant mediation, namely the assumption that individuals’ behavior is 

driven by either danger control or fear control processes, is a fundamental theoretical assumption 

in EPPM (Witte, 1992, 1994; 1996). While dominant mediator assumption is an essential 

theoretical assumption of EPPM, the extant IS security research has largely ignored the value of 

testing and reporting dominant mediator assumption. In this paper, we reintroduce the theoretical 

origins of dominant mediator assumption and highlight the potential theoretical and practical 

merits by testing and reporting it in the context of anti-malware software use among experienced 



household users. We also argue that discriminant value equation introduced by Witte (1995), 

tested by Witte et al. (1996), and enhanced by Chen et al. (2021) is problematic. To this end, we 

proposes to assess the dominant mediator via a multiple mediation model instead of using the 

discriminant value equation. 
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Appendix 2. The Theoretical Origins of Multiple Mediation Assumption 

The Mediation Relationship (IV-MEs-DV) in the Fear Appeal Theories 

All these four theories (PMT, PMT2, PRM, and EPPM) highlight the multiple mediation 

assumptions of the fear appeal theories.9  

9 The multiple mediation assumptions in fear appeal theories include mediation assumptions, multiple mediation assumptions, 

and sequential mediation assumptions. Based on the range of this study, we focus on explaining the value of testing 

and reporting multiple mediation assumptions. 



Specifically, they demonstrate the multiple mediation assumptions (IV-MEs-DV) as the 

source of information (IV), the cognitive appraisals (MEs), and the cognitive outcome (DV) 

(Leventhal, 1970, 1971; Rogers, 1975; Maddux and Rogers, 1983; Witte, 1992; 1994). The 

following table shows several seminal works in the fear appeal theories. 

Appendix 3. The Theoretical and Statistical Meaning of Multiple Mediation (MEs) 

We introduce that MMA, as a key theory assumption in fear appeal theories, can contribute to 

theory testing and theory contextualization for future study (Busse et al., 2017; Hong et al., 2014; 

Rucker et al., 2011; Zhao et al., 2010). There is a necessity to distinguish MMA as a theory 

assumption as well as a statistical method. 

Appendix 3.1 The Statistical Meaning of Effect Size in Mediation Analysis 
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